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Leading supplier of e-health solutions 

The leading supplier of e-health solutions to Norwegian hospitals

Core business is delivery of patient record systems (EHR) in Norway:

- Prime supplier to 3 out of 4 regional hospital trust – ca. 85 % market

share in the specialist health service

- One of the leading suppliers in the municipal health service industry -

155 municipals and ca. 21% market share

Also supplies the market's most complete professional solutions within: 

- Health, care, social and child welfare

- LAB, specialist system for diabetes clinics and collaboration solutions for 
municipalities

Over 300 employees - head office in Bodø, branch offices in Oslo, Bergen, 
Trondheim, Straume and Tromsø, as well as operations at Sri Lanka

Solid ownership, good financial platform and ambitions for further growth, 
both national and international



Introduction

▪ Logging end user (human) activity only - is important to detect information security or privacy breaches in information
systems

▪ Every health care organization has an individual responsibility

▪ In short: “Who did what, when, from where, for which patient and why?”

▪ Login/logout

▪ Read document

▪ Create a lab requisition

▪ Show a list of patients

▪ Execute a report

▪ Create a referral

▪ … etc.

▪ Compliance requirements in “Code of conduct for information security and data protection in the healthcare and care
services sector”



Code of conduct requirements

Source: https://www.ehelse.no/normen/documents-in-english/Appendix%20%E2%80%93%20Overall%20summary%20of%20the%20requirements%20of%20the%20Code.docx

https://www.ehelse.no/normen/documents-in-english/Appendix%20%E2%80%93%20Overall%20summary%20of%20the%20requirements%20of%20the%20Code.docx


Document/data sharing across organization boundaries

▪ Trend is more direct API access across health care parties to fulfill the vision of “one resident – one journal” vision 
in Norway:

▪ National services 

▪ Hospitals

▪ Municipal health service

▪ GPs (cloud based)

▪Logs from different organizations/systems need to be exposed in a standardized 
way to be able to do proper analysis for breaches across organization boundaries



Norwegian Trust Framework (Tillitsrammeverk)

▪ The Trust Framework provides a specification of a minimum dataset  (data model) sharing context specific metadata called attestation 

▪ Information model:

Who?

Why?

Which patient?

https://github.com/NorskHelsenett/Tillitsrammeverk/blob/main/specs/informasjons_og_datamodell.md


Example of attestation

Tillitsrammeverk/specs/informasjons_og_datamodell.md at 
main · NorskHelsenett/Tillitsrammeverk (github.com)

https://github.com/NorskHelsenett/Tillitsrammeverk/blob/main/specs/informasjons_og_datamodell.md#83-eksempel-3---helsepersonell-i-foretak-ber-om-tilgang-til-dokument


Usage of Trust Framework

https://miro.com/app/board/uXjVNgBitFU=/


Exposing audit log data

https://miro.com/app/board/uXjVNgBitFU=/


Mapping to FHIR Resources



Creating Trust Framework domain profile structure

https://hl7norway.github.io/AuditEvent/currentbuild/AuditEvent-ClassDiagram.svg


Trust Framework ("Nasjonalt tillitsrammeverk") 
AuditEvent domain profile Implementation Guide

Home - NO Domain Trust Framework ("Nasjonalt tillitsrammeverk") AuditEvent Implementation Guide v0.9.5 (hl7norway.github.io)

https://hl7norway.github.io/AuditEvent/currentbuild/index.html


Example of AuditEvent instance with containmentAgent.who

_encounter

_patient



DIPS AS
post@dips.no ● dips.no

ENABLING EFFICIENT HEALTHCARE

tre@dips.no

Thank you for your attention

Trond Elde

«It’s easy to make it complicated – it’s difficult to make it simple»
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