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Leading supplier of e-health solutions

The leading supplier of e-health solutions to Norwegian hospitals

Core business is delivery of patient record systems (EHR) in Norway:

- Prime supplier to 3 out of 4 regional hospital trust - ca. 85 % market
share in the specialist health service

- One of the leading suppliers in the municipal health service industry -
155 municipals and ca. 21% market share

Also supplies the market's most complete professional solutions within:
- Health, care, social and child welfare

- LAB, specialist system for diabetes clinics and collaboration solutions for
municipalities

Over 300 employees - head office in Bodg, branch offices in Oslo, Bergen,
Trondheim, Straume and Tromsg, as well as operations at Sri Lanka

Solid ownership, good financial platform and ambitions for further growth,
both national and international
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Introduction

» Logging end user (human) activity only - is important to detect information security or privacy breaches in information

systems NORMEN

= Every health care organization has an individual responsibility
Code of conduct for

= |n short: “Who did what, when, from where, for which patient and why?” information security
and data protection
* Login/logout in the healthcare and

care services sector
Version 6.1

= Read document

» Create a lab requisition
= Show a list of patients
= Execute a report

= Create a referral

Applicable from 21/11/2022

.. etC. Published with the support of

» Compliance requirements in “Code of conduct for information security and data protection in the healthcare and care
services sector”
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Code of conduct requirements

Requirement Section  Section System The requirement does Is the Legal basis for the The
in the in 1ISO requirements in  not apply in its entirety  requirement requirement in law or requirement
Code 27001  personal health or in part to the fulfilled? regulation is fulfilled by
data filing organisation the
systems for [MUS‘C be jUSt.IﬁEd] processor
therapeutic
purposes
200. | Is at least the following logged: PIL, Section 22
e  Authorised use of |nlfc.:rmat|0n systerrlls . HRL, Section 21
e« All system and administrator use for information .
systems and infrastructure GDPR, Section 32
¢  Configuration and software changes 5.4.4 A12.4* Logging DYes |:|N0 PJF, Section 14 DY:S D
e Security-relevant incidents in security barriers °
e Attempted unauthorised use of information
systems and infrastructure
e Use of self-authorisation
201, | Is at least the following recorded in the logs in the event PJF, Section 14 first
of the authorised use of personal health data filing paragraph
systems for therapeutic purposes: . .
. . HPL, Section 45 first
e |dentity of the person who retrieved health data Al12.4.1 . DYes |:|
e  Organisational affiliation of the person who >-4.4 * Logging DYes DNO paragraph No
retrieved the health data
& The basis for the disclosure
. The time period for the disclosure
202, | Are the requirements in the case of the processing of GDPR, Section 32
* .
persgrllal health data for purposes other than thel 8.2 PJL, Section 22 DYes D
provision of healthcare and care services determined 5.4.4 Al24.1 DYes DNU HRL, Section 21 No
on the basis of a risk assessment? * .
""""""""""" FLK, Section 7
2p3. | Can logs readily be analysed using analysis tools with A12.4.1 PJF, Section 14 third DYes I:'
the aim of detecting breaches? 5.4.4 ® DYes DNU paragraph No

Source: https://www.ehelse.no/normen/documents-in-english/Appendix%20%E2%80%93%200verall%20summary%200f%20the%20requirements%200f%20the%20Code.docx
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https://www.ehelse.no/normen/documents-in-english/Appendix%20%E2%80%93%20Overall%20summary%20of%20the%20requirements%20of%20the%20Code.docx

Document/data sharing across organization boundaries

» Trend is more direct APl access across health care parties to fulfill the vision of “one resident - one journal” vision
in Norway:

= National services

= Hospitals

= Municipal health service
= GPs (cloud based)

= Logs from different organizations/systems need to be exposed in a standardized
way to be able to do proper analysis for breaches across organization boundaries
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Norwegian Trust Framework (Tillitsrammeverk)

» The Trust Framework provides a specification of a minimum dataset (data model) sharing context specific metadata called attestation

= |Information model:

Helsepersonell (practitioner)

- Helsepersonellets fadselsnummer og navn

- Helsepersonellets formelle autorisasjon W h O?
- Den personalansvarlige og dataansvarlige virksomheten .
- Hvilket arbeidssted/behandlingssted helsepersonellet tilhorer formelt sett

- Hvilken detaljert organisasjonstilharighet helsepersonellet har i starre organisasjoner

Behandlerrelasjon (care-relation)

- Formalet med og grunnlaget for behandlingen av helseopplysningene W hy?
- Helsetjenestetype/helsehjelpstjeneste som ytes til pasienten

Pasient (patient)

| - Unik identifikator for pasienten W h iC h pati e nt?

- Pasientens tilherighet til behandlingssted og detaljert organisasjonstilhorighet
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https://github.com/NorskHelsenett/Tillitsrammeverk/blob/main/specs/informasjons_og_datamodell.md

: "@5086000124",

en Reddik”,
:0id:2.16.578.1.12.4.1.4.1",
://unni. skatteetaten.no”

Example of attestation

:0id:2.16.578.1.12.4.1.4.4",
:/ Juna.helsedirektoratet.no/"

“text”:
"system": "urnioid:2.16.578.1.12.4.1.1.9060",

“assigner”: "https://uai.helsedirektoratet.no/"

1

“legal entity
993467049,

"0slo universitetssykehus HF",

: "urn:0id:2.16.578.1.12.4.1.4.101",
“authority": "https:

. brreg.no”

1.
“point_of care”: {
id "874716782",
“name”™: "0SLO UNIVERSITETSSYKEHUS HF RIKSHOSPITALET - SOMATIKK",
id:2.16.578.1.12.4.1.4.101",
https://uaa.brreg.no

"id": "705502",
nestesiologi Seksjon RH",

.16.578.1.12.4.1.4.102",
</ Juni .nhn.

b

care_relation”: {
“healthcare_service”

“@yesykdonmer” ,
: "urn:0id:2.16.578.1.12.4.1.1.8451",
“assigner”: "https://wm.helsedirektoratet.no/",

“purpose_of use": {

“code 5
“text": "treatment”,
“system™: "urn:oid:2.16.840.1.113883.1.11.20448",

“assigner”: "https://wni.h17.org"
3>
“purpose_of _use_details": {
"code™: "POLBESOK",
“text”: "Poliklinisk besol
"systen”: "urn:AuditEventHL7Norway/CodeSysten/carerelation”,

“assigner”: https://wmi.hl7.no"
}
b
"patients”: [
“identifier”: {
"id": "85076600324",
“system": “"urn:0id:2.16.578.1.12.4.1.4.1",
“authority”: "https://mau.skatteetaten.no”
1
“point_of_care”: {
"074589005",
)SLO UNIVERSITETSSYKEHUS HF ULLEVAL - SOMATIKK",
system rn:0id:2.16.578.1.12.4.1.4.101",
“authority”: "https://ma.brreg.no”
b
“department”: {
"id": "100765",
‘Oye dagkir/pol 1. etasje”,
rn:0id:2.16.578.1.12.4.1.4.102",
Yttps: / fud.nhn. no"
¥
}
1

Tillitsrammeverk/specs/informasjons og datamodell.md at
main - NorskHelsenett/Tillitsrammeverk (github.com



https://github.com/NorskHelsenett/Tillitsrammeverk/blob/main/specs/informasjons_og_datamodell.md#83-eksempel-3---helsepersonell-i-foretak-ber-om-tilgang-til-dokument

Usage of Trust Framework

Consumer organization Source organization

] Consultation
between patient and
practitioner
(encounter)

_— HelselD STS

Use case: Look up patient information at
other businesses where the patient has a
history.

EHR System £HR System

1

—
[———nasmin—

Pr ner data
Encounter data
-

Step 1: Attgstation is P
Extract missing log data

hed HelselD token

westation —

frudic instance I



https://miro.com/app/board/uXjVNgBitFU=/

Exposing audit log data

Consumer organization

F Consultation

| between patient and

‘ practitioner

| (encounter)

\
Use case: Lodf( up patient information at
other businesses where the patient has a
history. ‘

EHR System l

(=

it insiance I

| FHIR AuditEvent Service ‘

—»  HelselD STS

Step 1: Attgstation is

Correlation of audit events

Source organization

EHR System

el access voken Extract missing log data
1 iched HelselD token

‘ FHIR AuditEvent Service

3
Access log Statistical log Helsenorge.no
Reports analysis access log
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Mapping to FHIR Resources

Category

practitioner

practitioner
practitioner

practitioner

practitioner

practitioner

care-
relation

care-
relation

care-
relation

care-
relation

patient

patient

patient

Attribute
toa

identifier

hpr-nr
authorization

legal-entity
point-of-care
department
hezlthcare-service
purpose-of-use
purpose-of-use-
details

decision-ref

identifier

point-of-care

department

Description
Time (unix time/epoch time) when the attestation was performed.

Health personnel’s social security number and name from the Norwegian National
Registry.

Health personnel’s HPR number, if it exists.
Health personnel’s authorization, if it exists.

The main unit (the legally responsible entity) where the health personnel work,
its organization number and name.

The treatment location’s organization number and name. It can have the same
value as in ‘legal-entity’

Department/organizational unit where the health personnel provide health care.

Types of health services provided by the business.

The health personnel’s purpose for the health information (what it will be used
for).

Detailed description of the health personnel’s purpose for the health information
(what it will be used for).

Identification of access decision allowing participant to access patient
information.

Unique identification of patient

The business where the patient receives treatment. It can have the same value
as in ‘legal-entity’.

Department/organizational unit where the patient receives health care.

Resource
AuditEvent

Practitioner

Practitioner
Practitioner

Organization

Organization

Organization

Encounter

AuditEvent

AuditEvent

AuditEvent

Patient

Organization

Organization
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Creating Trust Framework domain p

wprofiles
no-domain-Trustframework-Patient

rofile structure

LIICUUI LS DS VILS I UV IUSI

«profiles

care-relation.purpose-of-use
care-relation.purpose-of-use-details
care-relation.decision-ref

toa

patient.identifier

«profiles
no-demain-Trustframework-Encounter

_encounte:

care-relation.healthcare-service

agent.who—

~profile-

‘no-domain-Trustframework-Pr

=profiles
di vin-Trustf -0 izati intofcare
patient.point-of-care
=profile=
—
location.location—— de i Locatis
managingr
«profiles
no-domain-Trustframework-O1 izati icep!
patient.department
«profiles :
lacation———1 no-domain-Trustframework-Location-PractitionerPointofcare T
. no-domain-Trustframework-Or izatis itioner
managingOr
practitioner.point-of-care
«profiles
L no-domain-Trustframework-Organization-PractitionerDepartment
rganization
practitioner.department
partor.
. sprofiles
domai k-Organization-Practitioneregalentity
practitioner.legal-entity
«profiles
no-domain-Trustframework-Practitioner
practitioner ® practitioner.identifier

practitioner.hpr-nr
practitioner.authorization
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https://hl7norway.github.io/AuditEvent/currentbuild/AuditEvent-ClassDiagram.svg

Trust Framework ("Nasjonalt tillitsrammeverk")
AuditEvent domain profile Implementation Guide

NO Domain Trust Framework ("Nasjonalt tillitsrammeverk") AuditEvent Implementation Guide

0.9.5 - ci-build

Home Artifacts
Table of Contents Home /]/
%

NO Domain Trust Framework ("Nasjonalt tillitsrammeverk") AuditEvent Implementation Guide - Local Development build (v0.9.5) built by the FHIR (HL7® FHIR® Standard) Build %
Tools. See the Directory of published versions

‘n
Home Lr, o)

Official URL: http://hl7.no/fhir/ImplementationGuide/h17.fhir.no.domain.auditevent Version: ©.9.5 @SS/
Draft as of 2024-06-09 Computable Name: NoDomainTrustframeworkAuditEvent
Introduction » Introduction
o . s ) ) ' ) . ) } ) « Background
This implementationguide is based on the list of attributes defined by Tillitsrammeverk [ used in data sharing scenarios i
between consumer and provider organizations. * Mapping
o Next step

The guide does also aim to comply with the the minimum and recommended set of information that should be logged
according to Norwegian Code of Conduct ("Normen”) [ 6.1 chapter 5.4.4 and therefore is also applicable to use cases within
one organization, i.e. data sharing scenarios between systems or in one single system for that matter.

* You can also download:

Background

In a scenario where a healthcare organization (such as a hospital, GPs, etc.) needs to access patient health data from another healthcare organization or national service, both the
consumer and service provider organizations are legally required to maintain proper audit logs for future analysis.

These audit logs necessitate some contextual information that describes the patient contact at the consumer health care organization including details about the practitioner (agent),
patient identification, organizational affiliation, and a component known as the care relationship that explains why the practitioner accessed the patient’s data (e.g. Hospital contact,
GP consultancy, etc.). Except the latter, contextual information is located in AuditEvent referenced components as PractitionerRole 4, Practitioner (4, Patient (4, Encounter [,
Organization ¥ and Location[£.

Only a small portion of the contextual information is transferred to the service provider in the form of attributes in a security token described in Nasjonalt tillitsrammeverk [,
typically JWT or SAML. That means the referenced resources metioned above need to be constructed based solely on the contents of a security token at the service provide side, and
hence will be partially populated compared to the consumer provider side. In such scenarios the referenced resources will typically appear as contained resources within an
AuditEvent Resource.

Home - NO Domain Trust Framework ("Nasjonalt tillitsrammeverk") AuditEvent Implementation Guide v0.9.5 (hl7norway.github.io)
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https://hl7norway.github.io/AuditEvent/currentbuild/index.html

"resourceType” : "AuditEvent”,

"id" : "NOBasisiuditeventInstancel”,
"meta” : (

"text” @ {

oontainear o 11

“resourceType” :
1 Practitionerinst
"meva” : [
"profile”

["http://h17.n0/Fhir, finiti

itioner™

identifier” : [{
"system” : "urn:oid:2.16.576.1.12.4.1.4.1",
value" : "20086600138",

‘ntcps://wav. skattestaten.no”

"system” : "urn:eid:2.16.578.1
"9144897",

12.4.1.4.07,

assigner”

‘ntcps://waw. helsedirektoratet.no/”

1
"Rugust September”

"qualification” : [{

urnsoid2.16.578.1.12.4.1.1. 60607,
E",
“Tege"

"rescurceType"

PractitionerRolelnstan

finition/no-domain-T.

i

neRel

"#PractitionerInstancel”

“organization

"§Practitioner "
I
"location” : [{

¢PractitionerPoint

arelnstancel™

“resourceType” : "Org

"id" : "PractitionerlegalEntityInstancel”,

["http://h17.no/fhir, finiti

in-T:

Agent.who| Example of AuditEvent instance with containment

“identifier” : [[
id" 934670437,
urn:oid:2.16.578.1.12.4.1.4.101%,

"assigner”

"display” : "https://wiw.brreg.no”

"0sle universitetssykshus HE"

“resourceType” : "Organization”,
"id" : "PractitionerDepartmentl’,
'meta” : {

"profile” : ["http://hl7.no/fhir, finiti

it

in-T:

ionerlegal

nticy”

I
“identifier” : [[
"id" : "705592",

urn:oid:2.16.578.1.12.4.1.4.1027,

"assignar” :

"display” : "https://wiw.nhn.no"

"rescurceType” :
"id" : "PractitionerPoint:

arsInstancel”,

["htep://h17.no/fhir, finiti

in-T:

~Location-Pr:

i

"managingOrganization” & {
r

rence” : "#PractitionerPointOfCared: zationInstancel”

}

Iy

PractitionerFoint!

ationInstancel”,

= ["http://h17.no/fhir, finiti

in-T:

iti

“identifier” : [{
"id" @ "874716782",
"system” : "urnioid:2.16.578.1
"assigner” : {
"display”

i
,
name"

12.4.1.4.101%,

htCps: //waw. brreg.no”

SLO UNIVERSITETSSYKEHUS HF RIKSHOSPITALET - SOMATIKK'

nerPointof

ourceType" : "En
"EncounterInstancel”,

3
:
i
£
A
<
=
f

_encounter

303"
"display” : "Indremedisin”
H

#EncounterPointOC:

"reference”

g
i
K}

EncounterPointOfCareInstancel”,

£inition/no-domain-Trusts k-Encounter"]
"status” :
I
"servicelype”
4.1.1.8655",

"#EncounterServiceProviderdrganizationInscancel”

hLLpS:/ /Win. brzeq.no”

1.

I
—

: ["http://hl7.no/thir, £inition/no-domain-Trusts k-Location-E:

"managingbrganization” : {

"reference” : "#EncounterPointOfCare0rganizacionlnatancel”

}
I
{

"resourcelype” : "0y tien”,

1d” @ “EncounterServiceProviderOrganizationInstance

—

i ["http://h17.no/Fhir, £inition/no-domain-Trustf c-Organi zation-E: iceprovider™]
I
12.4.1.4.102",
https://Ww.nhn.no”
"oye dagkir/pol l. etasje”

"resourceType”

1d” : "EncounterPointOICare0rganizationlnstancel”

"meta” : |

"profile” : ["http://hl17.no/fhir, £inition/no-domain-Trusts k~Organization-E: ntof
"identifier

"id” 74588085",

"system® : "urn:oid:2.16.576.1.12.4.1.4.101",

"name" : "0SLO UNIVERSITETSSYKEHUS HF ULLEVAL - SOMATIKK™

Teaourcelype” @ B
"id" @ "Patisntinstancel”,

finiti

n/no-domain-Trusts.

050766003247,

"system" : "urn:oid:2.16.578.1.12.4.1.4.1%,

"assigner”
“display” : 7]

hLtpg:/ /Wi SkatLeetaten.no”

-~ _patient

efinition/auditevent ion”,

finition/suditevent-patient- i

"valueUnsignedInt™ : 1710830705

b

"url” : "decision-ref-id",

"valusString" : "23423255"

"url™ : "decision-ref-description”,
"valusString” : "Innlagt pasient”

uger-selectad”,

"http://hl7.no/fhir, Definiti

n/zudi lati

: *http://dicon.nema.org/

ontology/DCH™,

101107,
"Patient Record”

1
"hEtp://Terminology.hl7.org/C

"hEtpa://Terminology . dips. com/d nterplat

BOLBESOK™,
: "Poliklinisk besek”

"requestor” : true
Ho

"source”

{
"site” : "server.example.com”,
"cbserver”

rence” : "Device/ex-device”

"http://terminology.hl7.org/C

: "§PractitionerRoleInstancel”

: "Application Server"

h
"entity” : [{
"what"

: "Bundle/Documenclist”

neyper

"Bundle”

"name” : "Document list”
H

security-source-type",

-
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Thank you for your attention

Trond Elde
tre@dips.no

«It’s easy to make it complicated - it’s difficult to make it simple»

DIPS AS
post@dips.no @ dips.no

ENABLING EFFICIENT HEALTHCARE Y DIPS
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